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Agenda

0830 Introductions & review agenda

0900 SRMBOK, ISO31000 updates

1030 Morning tea

1100 Security Risk Assessments

1300 Lunch

1400 Career, leadership, promotion, income

1600 General discussion
1630 Finish



Introductions

Name Experience

Something unusual

about you Objectives for today




//\

Scope, Context, Criteria

1ISO 31000
Process

Risk Assessment

Risk Identification
Risk Analysis

Risk Evaluation

\ Recording & Reporting
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1SO031000
Principles

Continual Improvement
Integrated
Structured and Comprehensive
Customized
Inclusive

Dynamic
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Best Available Information

Human and Cultural Factors




1SO031000
Framework

LEADERSHIP AND

COMMITMENT




SRMBOK. In the beginning ...




SECURITY RISK

MANAGEMENT =g =
Second Edition

BODY OF 2009
KNOWLEDGE
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Solidify
knowledge base

Platform for
professional growth

Support for

Advances the interests
of the profession
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Short comings
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Lack of professional
definition

Security Risk Management
Body of Knowledge

RMIA
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Industry
engagement

Subject Matter

Experts
Governance Development
Framework workshops

Knowledge
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Case studies Agreed
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Engender
professional
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What
SRMBOK
includes

Introduction and
Overview

SRM Context
Security Governance
SRMBOK Framework
Practice Areas

Strategic Knowledge
Areas

Operational
Competency Areas

Activity Areas
SRM Enablers
Asset Areas

SRM Integration
SRM Lexicon
Sample Templates
Bibliography



Security Advisers Directors

Audience

Security Managers Senior Managers

for - Line Managers . Chief Executive
SRMBOK . SdEnE Officers
) » Chief Security
Consultants Officers

Security professionals




Terminology

* Risk

e Threat
 Hazard

« Source

« AAAARGH!



At least we all
agree on the
basics like the

Anything that meanlng of

reduces my the wor Th
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annual bonus risk uncertainty in

our definitions?

Opportunity?
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SRMBOK Framework

INTELLIGENCE

PROTECTIVE
SECURITY INCIDENT

RESPONSE

RECOVERY &
CONTINUITY
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Practice Areas )

Physical
Security

E Stratilc Knowl

Information
Security
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Security-In-Depth
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Operatlonal Competency Areas
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Requlation and Policy

Training and Education

Enablers Operations and Application

Governance and Oversight




Security In Depth




Hierarchy of Controls
Source: NOHSC




olore for oil

OIL
EXPLORATION
EXAMPLE



Eliminate the risk

Substitute the risk

Assets/resources/capabilities and objectives

Administrative solutions

Engineering solutions







SWISS
CHEESE

Swiss-Cheese Example

In this example, intelligence agents gain physical access to
corporate servers and steal corporate data.

Government or commercial intelligence

operatives discover the physical location
of servers in a shared data facility

They enter server room as potential clients
or technicians for co-located company

Management practices routinely
allow visitors and 3rd parties to
remain unsupervised in server room

Cost saving measures
mean that not all
server cabinets have
locks on cabinet doors

Failed or

Absent
Barriers

Hardware or
software intercept
placed on client

servers.
NOTE: Most data breaches occur Customer and
remotely via software vulnerabilities but corporate records
a) this is a lot easier example for non-IT compromised.

people and b) it is (sadly) a real world
example.



Government or commercial intelligence
operatives discover the physical location
of servers in a shared data facility

They enter server room as potential clients
or technicians for co-located company

w Management practices routinely

® allow visitors and 3rd parties to
remain unsupervised in server room
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Cost saving measures

A mean that not all
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.‘ server cabinets have
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N locks on cabinet doors
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Failed or — PY
Absent \ ®
Barriers

Hardware or
software intercept
placed on client
servers.



Deter, Detect, Delay, Respond and Recover

DDD-RR Model

A series of barriers are in place to protect bank capital however
if they all fail and thieves are successful, profits will be reduced.

Insurance, capital
reserve, countinuity plan

Police and security
teams

Doors, gates, safes,
access control

Intruder alarms, CCTV,
security patrols.

Fences, security patrols,
CCTV.



ORGANIZATIONAL INFLUENCES

Resource Resohicl Policy & Process Climate/
Problems Selection & eetios Culture
Staffing Issues

N

¥

SUPERVISION

8 Planned
Supervisory N Inadequate
Violations Inggglr'gtpi)graée Supervision
NA

HFACS

PRE-CONDITIONS

Environment Physical & Mental
-Physical Séite' | Pro
Environment -Physical Problem
Teamwork -State of Mind )
-Technological -Sensory Misperception
Environment -Mental Awareness

Vv

¥

ACTS

Performance Judgement & Violations
Base Errors Decision Making
Errors



HUMAN
FACTORS
ANALYSIS
CLASSIFICATION
SYSTEM

Human Factors

In this example, a series of Human Factors allows a boat load of
pirates to gain access to an oil tanker, resulting in loss of ship

of senior managers

When holes
align in Swiss
Cheese



Organisational
Influences

Inadequate

Oversight

Pre-
Conditions

. fail to follow
Inappropriate resand

Behaiours Hoard
When holes control
align in Swiss
Cheese



Defining Terms by Relationships

ESCALATION

ESCALATION FACTORS
FACTORS

LIKELIHOOD
MANAGEMENT
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PRACTICE
AREAS

Physical
Security

Information
Security

Security
Management

People
Security



RESILIENCE

Capabilities

Functions

People
ICT
Information

Operating Environment

Physical



SRM INTEGRATION

Strategic Knowledge Areas

¢
SRM Integratio-
e‘”e

Operational Competency Areas




Cost/Benefit of Mitigation

“A level of risk that is tolerable and cannot be reduced
Level further without the expenditure of costs that are
of Risk disproportionate to the benefit gained or where the
solution is impractical to implement”

Risk

%, Resources, Effort T

Cost / Benefit ALARP

Cost



Light, strong, & cheap

» Scope, Resources, Schedule
(& Quality)

Chemical chain reaction



Risk

Resources Quality

Exposure



Risk Equilibrium (Optimal Trade-Off)
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Risk High if Resources & Quality Low

Magnitude of Risk
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As Low As Reasonably Practicable

Magnitude of Risk

Risk Increasing

A

v

Intolerable levels of risk
Adverse risks are intolerable
whatever the benefits and risk
mitigation measures are essential
at any cost if activity is to continue.

As Low as Reasonably Practicable
A level of risk that is tolerable and cannot
be reduced further without expenditure of

costs disproportionate to the benefit gained or
where the solution is impractical to implement

buisealou| }soH

Ideal levels of risk
Risks are negligible, or so small that they can be
managed by routine procedures and no additional risk
treatment measures are needed.



Resources High but Quality Low
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ASSETS (Resources)
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COMPETENCY AREAS

Business
Integration




SRMBOK FRAMEWORK

Strategic Knowledge Areas Security-In-Depth

SRM Integration

Operational Competency Areas




SRMBOK Framework

INTELLIGENCE

PROTECTIVE
SECURITY INCIDENT

RESPONSE

RECOVERY &
CONTINUITY
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Practice Areas )

Physical
Security

E Stratilc Knowl

Information
Security

! !

Security-In-Depth
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Operatlonal Competency Areas

! ! !

Requlation and Policy

Training and Education

Enablers Operations and Application

Governance and Oversight




Security-In-Depth

Protecting
RESOURCES

To achieve

OBJECTIVES




ACTIVITY AREAS
Intelligence, Security, Response, Recovery

KNOWLEDGE AREAS
p R A CTl C E Exposure, Risk, Resource, Quality SECU RlTY
_ @%EAS t SRM INTEGRATION INDEPTH " f| corabitics
urity Management,
phﬁigig[&ggaﬂon' Integration, Design, Application, Assurance (ESI EAP)

COMPETENCY AREAS

ENABLERS

Regulation, Training, Operations, Governance, Sustainability

\. J




» Security Governance refers to the processes by
which organisations are directed, controlled and
held to account. It encompasses authority,
accountabllity, stewardship, leadership, direction
and control exercised in the organisation.

Generally focuses on two main requirements:

* Performance: whereby the organisation uses its security
governance arrangements to contribute to its overall

performance, the delivery of its products/services, and
general resilience; and

« Conformance: whereby the organisation uses its security
arrangements to ensure it meets the requirements of the law,

regulations, published standards and community
expectations.



ACTIVITY AREAS

BowTie
Model

SRMBOK
Activity
Areas

PPRR
Model
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INTELLIGENCE

PROTECTIVE
SECURITY INCIDENT
RESPONSE RECOVERY &
CONTINUITY
P REVENTION
P REPARATION R ESPONSE
R ECOVERY




Activity Areas
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Activit;ll Areas

INTELLIGENCE

I 1

PROTECTIVE | ;
SECURITY INCIDENT ! [
| RESPONSE | RECOVERY & |

' . CONTINUITY |

Practice Areas @

Physical
Security

Investigators

Information

Security Fraud Analysts

Intelligence
Professionals
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Management
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___________________ o ],
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Firewall
Programmer

Emergency
Comms
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ACTIVITY AREAS
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PRACTICE AREAS
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SRM INTEGRATION
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PROTECTIVE
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Operational Competency Areas
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Requlation and Policy

Training and Education

Enablers Operations and Application

Governance and Oversiiht




ACTIVITY AREAS
Intelligence, Security, Response, Recovery

KNOWLEDGE AREAS
p R A CTl C E Exposure, Risk, Resource, Quality SECU RlTY
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