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Agenda
• 0830 Introductions & review agenda 
• 0900 SRMBOK, ISO31000 updates
• 1030 Morning tea
• 1100 Security Risk Assessments 
• 1300 Lunch
• 1400 Career, leadership, promotion, income
• 1600 General discussion 
• 1630 Finish
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SRMBOK. In the beginning …



Second Edition  
2009





SRM & RM



What 
SRMBOK 
includes

• Introduction and 
Overview

• SRM Context
• Security Governance
• SRMBOK Framework
• Practice Areas
• Strategic Knowledge 

Areas

• Operational 
Competency Areas

• Activity Areas
• SRM Enablers
• Asset Areas
• SRM Integration
• SRM Lexicon
• Sample Templates
• Bibliography



Audience 
for 
SRMBOK

• Security Advisers
• Security Managers
• Line Managers
• Students 
• Consultants
• Security professionals

• Directors
• Senior Managers
• Chief Executive 

Officers
• Chief Security 

Officers



Terminology

• Risk
• Threat 
• Hazard
• Source
• AAAARGH!
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Hierarchy of Controls
Source: NOHSC
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OIL 
EXPLORATION 
EXAMPLE

Eliminate

ASSETS

E Don’t explore for oil
S Mauritania not Iraq
I Staff in remote areas not city
E Fence, gates, armoured veh.
A Policies, Travel safety training
P Bullet-proof vests



Substitute the risk

Eliminate the risk

Assets/resources/capabilities and objectives

descriptions

Administrative solutions

Engineering solutions
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Defining Terms by Relationships
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Cost/Benefit of Mitigation
R

is
k

Cost / Benefit ALARP

“A level of risk that is tolerable and cannot be reduced 
further without the expenditure of costs that are 

disproportionate to the benefit gained or where the 
solution is impractical to implement”
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Light, strong, & cheap

• Scope, Resources, Schedule 
(& Quality)

Chemical chain reaction
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Magnitude of Risk
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As Low As Reasonably Practicable
Magnitude of Risk

Intolerable levels of risk
Adverse risks are intolerable 
whatever the benefits and risk 
mitigation measures are essential 
at any cost if activity is to continue.

As Low as Reasonably Practicable
A level of risk that is tolerable and cannot 
be reduced further without expenditure of
costs disproportionate to the benefit gained or 
where the solution is impractical to implement

Ideal levels of risk
Risks are negligible, or so small that they can be
managed by routine procedures and no additional risk 
treatment measures are needed.
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SECURITY GOVERNANCE• Security Governance refers to the processes by 
which organisations are directed, controlled and 
held to account. It encompasses authority, 
accountability, stewardship, leadership, direction 
and control exercised in the organisation. 
Generally focuses on two main requirements:

• Performance: whereby the organisation uses its security 
governance arrangements to contribute to its overall 
performance, the delivery of its products/services, and 
general resilience; and

• Conformance: whereby the organisation uses its security 
arrangements to ensure it meets the requirements of the law, 
regulations, published standards and community 
expectations.
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…1,000 WORDS
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